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1. Gi¢i thiéu

ESET Mobile Security 13 gidi phap toan dién dé bao vé an toan
cho thiét bj clia ban trwdc nhitng méi de doa va lira ddo, loc
céc cudc goi tin nhan khéng mong mudn, cho phép ban

kiém sodt thiét bj tir xa trong trudng hop mat cép

1.1 C6 gi m¢i?

Sau day 13 nhirng nang cap va cai tién trong phién ban ESET
Mobile Security phién ban 3:

® Tich hgp tinh ndng ESET Anti-Theft vao trang my.eset.com.

e Theo ddi vi tri- vi tri cla thiét bj s& dwoc hién thi trén ban d6.

e Chup hinh camera - ty dong chup hinh camera trudc va sau
ngay khi thiét bi dwoc chuyén sang ché dé mat cap.

® Hién thj tin nhan I&n man hinh- g&i 1 tin nhdn vé&i noi dung
duwoc soan san dén thiét bi mat cap.

® Khod ty dong- Thiét bj s& bi khoa ngay khi cé nhitng hanh déng
nghi ngd hodc duoc chuyén sang ché dé mat cp.

® Pin yéu- Khi dién thoai gan hét pin, ESET Mobile Security s& glri
vi tri thiét bj dé€n my.eset.com.

® B3o dong- Diéu khién bat coi hu bdo déng tir my.eset.com néu
ban nghi ngd thiét bj dang & gan.

® Thay d&i mat khdu- Chd dong thay d6i mat kh3u tai my.eset.com
trong trwdng hop ban quén mat.

e Xod dit liéu tir xa- Xod toan bo dit liéu quan trong trong thiét bj
tlr my.eset.com.

e BG4 qua nguy hiém — Tao danh sach loai trir cdc mé&i nguy hiém
trong lan quét ké tiép.

e Quét khisac- Tu déng quét khi thiét bi & trang thai ranh va
duogc cam sac.

1.2 Yéu cau hé thdéng

DE cai d&t ESET Mobile Security, thiét bj Android cta ban
phai dat t8i thiéu nhirng yéu cau sau:

Hé digu hanh: Android 2.3 (Gingerbread) va dé phan gidi man hinh:
t8i thiéu 240x320 px, khuyén khich 320x 480 px

CPU: 500 MHz (ARM7+)

CPU: 500 Mhz (ARM7+)

RAM: 128 MB

Dung lwong du 6 cirng: 20MB

Két néi internet

LU'U Y: thiét bi str dung 2 sim hodc root s& khong duoc hd tro.
Mot vai tinh ndng (nhw chéng trom, glri tin nhan va loc cudc goi)
s& khong dung duoc trén may tinh bang ma khéng hd tro goi
hodc glri tin nhan



2. Cai dat

DE cai d&t ESET Mobile Security, s dung mdt trong nhirng
phuong phap sau

LU'U Y: N&u ban d3 cé san Tén dang nhap va Mat khau hodc m3
kich hoat dwgc cung cap bai ESET, vui long t3i ESET Mobile
Security tlr trang web ESET

2.1 Cai dat tir website ESET

Tai ESET Mobile Security bang cach quét ma QR bén dudi,
st dung thiét bi va (r‘ng dung QR Droid hay Barcode Scanner
dé quét:

-I:q

Hodc theo cach khac, ban cé thé tai goi cai dit APK ESET Mobile
Security trén may tinh :

1.  Taitap tin tlr trang web ESET.

2. Sao chép tap tin sang thiét bi thong qua Bluetooth hodc USB.

3. Chon biéu twong trén man hinh cht Android, hodc vao
Home > Menu va chon Setting > Applications. Dam bao ring
rng dung tir nguén khdng xac dinh duwoc cho phép trén thiét
bi cGa ban.

4, Xac dinh tap tin APK dugc st dung bdi irng dung ASTRO File
Manager hoac ES File Explorer.

5. M& tap tin va chon Install. Khi (rng dung da dworc cai dat,
chon Open

2.2 Cai dat tir Google Play

Mé& trng dung Google Play Store trén thiét bj Android cta ban
va tim “ESET Mobile Security” (hodc chi Eset)

Hodc, ban c6 thé cai dit chuong trinh bang cach quét ma QR
bén dudi bang tng dung QR Droid hodc Barcode Scanner:

IS

2.3 Cai dat tr Amazon

M& rng dung Amazon trén thiét bj Android cta ban va tim
“ESET Mobile Security” (hodc chi Eset)

2.4 Hwé'ng dan ban dau

( @ Mobile Security

Thank you for choosing ESET.
By tapping Accept, you agree to the
End User License Agreement

English

Change language

United States

Change country

I want to help improve ESET products
by sending anonymous data about

v

Decline

Accept

Khi 'ng dung d3 dwoc cai dat trén thiét bj, lam theo goi y trén
man hinh huéng dan:

1. Chon ngdn ngit hién thi trong ESET Mobile Security.

2. Chon dat nwdc ma ban dang sinh séng.

3. N&u ban mudn gitp ESET cai thién san pham béng viéc gl cac
di? liéu lién quan dén (rng dung, chon appropriate option.

4. Chon Accept. Khi ay, ban déng y v&i diéu khoan s dung cla Eset.

5. Chon néu ban muén tham gia vao ESET Live Grid. D& biét thém vé
ESET Live Grid, Xem this section [ 87.

6. Chon Next.

7. Chon néu ban muén ESET Mobile Security phat hién nhitng (rng
dung khdng mong mudn. Chi tiét vé cac rng dung nay cé thé tim
thay tai this section [ 8".

8. Chon Next.

9. Chon Finish.



2.5 G& bo cai dit

Mudn g& bd cai dit ESET Mobile Security. S& dung hwéng dan g& bd
6 san trong cac lwa chon trén man hinh chinh:Settings > Uninstall.
Khi yéu cau g& bd, ban phai dién mat khiu bao vé

( @ Uninstall Questionnaire

Security Password

Access to this feature is protected
with a Security Password.

Password n

Cancel .



o

3. Giay phép

@ Mobile Security

Maximum
v protection

Antivirus Anti-Theft
% °9 O
SMS & Call Filter Anti-Phishing
~
¢ ) £k
Security Audit Settings

Sau khi cai dat thanh cdng, ESET Mobile Security phai duogc
kich hoat. D& m& khu vyc Gidy Phép. Chon biéu tvong [HI
trén man hinh chinh cta ESET Mobile Security (hodc nhan nat
MENU) va chon Gidy Phép.

Phuong phép kich hoat s& khdc nhau tuy thudc vao ban tai
ESET Mobile Security tir website ESET, Amazon hay Google Play

e Ban dung thir - Chon tinh ndng dung thr néu ban chwa cé
gidy phép va thich trai nghiém ESET Mobile Security trudc khi
mua. Dién dia chi email dé kich hoat ESET Mobile Security
trong thai gian dung thir. Ban s& nhan duoc email xac nhan
sau khi kich hoat sdn pham thanh céng. Chi cé thé kich hoat
gidy phép dung thir 1 [an 1 thiét bi.

o Kich hoat &rng dung sir dung Tén ding nhap va Mat khau -
Né&u ban mua san pham tir nha phan phdi ESET, ban s& nhan
dugc Tén dang nhap va Mat kh3u. Dién Tén ding nhap va
Mat khiu khi duoc yéu cau.

e Kich hoat irng dung str dung Ma kich hoat — Néu ban nhén
chuong trinh véi mot thiét bi méi (hodc san pham duoc cai
dat san), ban sé nhan dwgc M3 kich hoat khi mua. bién
théng tin d6 va dia chi email vao khi dwoc yéu ciu. Théng tin
xac nhan (Tén ngudi dung va Mat khiu) s& tu dong thay thé

cho ma kich hoat va duoc gli chi tiét vé email dang ky cda ban.

® Mua Gidy phép — Chon tinh ndng nay néu ban chua cé gidy
phép va cé y dinh mua. Ban sé& dwoc chuyén huédng dén website
cla nha phan phdi vung cta ESET.

Mbi gidy phép déu cé thoi han s dung. Sau khi hét han, Ban s&
duwoc yéu cau tai kich hoat (chwong trinh sé ty dong nhac nhé ban
trudce khi hét han).

LUV Y: Trong qud trinh kich hoat, thiét bj phai c¢6 két ndi Internet.
Mét lugng dit liéu nhé s& duwoc tai ve.



4. Diét virus

Céc trinh chdng virus s& bao vé ban chong lai cdc m3 doc bang
céch khod tat ca cac mai nguy hiém bang cach don dep sach

hodc cach ly chung.

Quét thiét bi

Quét thiét bi dugc dung dé kiém tra sy xdAm nhap cho thiét bi.

M6t s8 loai tap tin quan trong s& dugc xac dinh dé quét theo
méc dinh. Quét day du sé kiém tra bd nhd, tién trinh, cac thw
vién déng, cling nhu mot phan cla cac bé nhé trong hodc bd
nhé ngoai. Bang tém tat tién trinh quét sé& dugc lwu trong

tap tin & khu vuc Scan Logs.

Né&u ban mudn bd qua tién trinh quét, chon biéu tuong m

(@ Antivirus

Pause Scan
Scanning media

/mnt/sdcard/wait-ap.._1_1.apkSclasses.dex

Scan Duration
Scanned Files

No Threats Found

00:00:06
29

Cap do quét
C6 3 cip dd quét cho ban chon:

¢ Nhanh — Khi chon ché& d6 nay, ESET Mobile Security chi quét &rng
dung cai dat, tap tin DEX (cac tap tin thyc thi cho hé diéu hanh
Android ), tap tin SO ( thu vién ) va tap tin ZIP, t6i da 3 [an nén
[6ng nhau

e Théng minh — Chi quét ndi dung thé SD va cac tap tin bang ché
do6 quét nhanh

e Sau - quét toan bd moi loai tap tin, phan m& rong bat ké ca bd
nhd va thé SD

Quét ty dong

Bé&n canh ché& dé quét theo nhu cau, ESET Mobile Security ciing cung
cap ché& d6 quét tw ddng. Tim hiéu cach sir dung On-Charger Scan va
Scheduled Scan, doc phan nay trang [ 79

Céch ly

Muc dich chinh nhdm dam bdo an toan khi chita cc tap tin d3 bj
1ay nhi&m. Tim hiéu thém, xem Cach ly trang[ 8%

Bd qua mai nguy hai
Tim hiéu thém vé tinh ndng nay, xem trang [ 8%
Ghi thong tin quét

Khu vire Scan Logs chira di liéu chi tiét vé qua trinh quét da hoan
tat trong 1 tap tin. Chi tiét cd thé tim thay trong trang [ 8%

Cap thong co s& dir liéu vé thong tin cdc mdi nguy hiém

Mac dinh, ESET Mobile Security s& ty dong nham dam bao chuong
trinh dugc cap nhat thwdng xuyén. D& chay nang cap thd cdng,
chon Update Threat Database

LU'U Y: Nhdm tranh viéc st dung bang théng khong can thiét, chi
nang cap khi can thiét hodc khi cé méi nguy hai méi duwoc cap nhéat.
Trong khi nang cap mién phi m&i nguy hai, ban cé thé bj tinh phi béi
nha mang cho viéc truyén dit liéu.

Thong tin chi tiét cha Antivirus Advanced Setting cé thé duwoc tim
thay trong phan Advanced Setting trang [ 8%

4.1 Quéttudong
Mirc do quét

C6 3 mirc d6 quét khac nhau dé lya chon. Thiét 1ap nay s& duoc
ap dung cho Quét khi sac va Quét theo lich:

¢ Nhanh — Khi chon ché& dd nay, ESET Mobile Security chi quét &rng
dung cai dat, tap tin DEX (cac tap tin thyc thi cho hé diéu hanh
Android ), tap tin SO ( thu vién ) va tap tin ZIP , t6i da 3 [an nén
I6ng nhau

e Théng minh — Chi quét ndi dung thé SD va céc tap tin bang ché&
d6 quét nhanh

e Sau - quét toan bd moi loai tap tin, phan md rong bat ké ca bd
nh& va thé SD



Quét khi sac

Khi chon tinh ndng nay, ty dong quét thiét bi & trang thai ranh
khi pin day hay dugc cdm sac

Quét theo lich

Quét theo lich cho phép ban quét thiét bi mét céch ty dong vao
thoi gian dinh sdn. D& tao lich quét, chon ndt | = bén canh
Scheduled Scan va Ién lich chi tiét. Mac dinh, tat ca cac ngay
trong tuan duoc chon

4.2 Cach ly

Cac tép tin can duoc cach ly néu ching khdng thé duogc lam sach,
néu khéng an toan hodc néu ching bj phat hién sai bdi ESET
Mobile Security.

Cac tép duwoc luu trir trong khu viee Cach ly cé thé dugc xem

trong nhat ky hién thj tén va vj tri ban d4u cta t&p bi nhiém cling

v&i ngay va gio ma tép dé da bj cach ly.

Né&u ban muén khdi phuc lai mot tap tin bi kiém dich dé&n vi tri

ban dau cla né, chon tap tin va chon biéu tuong

Chung t6i khéng khuyén khich ban thudng xuyén khdi phuc céc

tép dwoc kiém dich.

DE loai bd vinh vién tap tin bi cach ly tir dién thoai, chon tap tin
-3

va chon biéu tuong [l

LU'U Y: N&u ban cach ly mét ing dung dédng ngd nhung sau dé
chon cai dat nd, ing dung sé tu déng dugc xda khoi vung céch ly.

4.3 B6 qua mdi nguy hiém

Trong qua trinh quét, ban c6 thé thém mét madi de doa mdi vao
danh sach sach. M&i de doa d6 s& bi bd qua cho nhitng lan quét
sau nay.

4.4 Thong tin quét

Thong tin quét dugc tao ra sau mdi lan quét theo lich hodc
thd cdng cla thiét bi.

Thong tin quét chira:

Ngay va gio clia sy kién

Thoi gian quét

S6 tap tin dwoc quét

K&t qua quét hoic 16i phat sinh trong sudt qua trinh quét

4.5 Cau hinh nang cao

(@ Advanced Settings

Threat Database Auto-updates
Daily

Real-time Protection
Enabled

ESET Live Grid
Enabled

Detect Potentially
Unwanted Applications

Detect Potentially Unsafe
Applications

Default Resolve Action

Quarantine

Tw dong cap nhat di¥ liéu

Lua chon nay cho phép ban thiét 1ap khoang thoi gian gitra nhitng
[an tu dong cip nhat dir liéu tai vé. Viéc do giip né chi cap nhat khi
can thiét. Chung téi khuyén khich ban chon ché dé méc dinh (hang
ngay).

Bao vé theo th&i gian thuc

Lwa chon nay cho phép ban mé/tat tinh ning bao vé theo thdi gian
that. N6 sé bat dau quét ty dong khi hé thong khéi dong va quét céc
tap tin ban tuong tac. Ty déng quét cac thu muc tai vé, cac tap tin
cai dat .apk va tat ca tap tin trén thé nhé khi dwoc két noi.

ESET Live Grid

Puoc xdy dung dua trén ThreatSense.Net Hé théng canh bdo sém
tién tién, ESET Live Grid dugc thiét k& dé cung cap thém nhiéu 16p
bao mat cho thiét bi. Lién tuc gidm st cdc chuong trinh va tién trinh
chay trong hé théng, dya trén cic théng tin dugc thu thap cda hang
triéu nguwoi dung trén khap thé gidi. Thém vao do, Tién trinh quét
rat nhanh va chinh xac vi cé hé théng dit liéu dugc cip nhat lién tuc
cla ESET Live Grid. N6 gitip chuing t6i bao vé kip thoi d&n moi ngudi
dung ESET. Chung toi khuyén khich ban kich hoat tinh nang nay.
Cam on vi d3 hd tro.



Phat hién cac &rng dung khéng mong mudn

Ung dung khong mong mudn 1a mot chuong trinh ¢6 chira phan
meém quang cdo, cai dit thanh cong cu, theo d&i két qua tim kiém
hodc cé cadc muc tiéu khac khdng rd rang. M6t sé tinh huéng ma ban
c6 thé cam thay rang |gi ich clia cac ¢ng dung khong mong mudn
I&n hon nhitng rdi ro. Vi ly do nay, ESET gén cho céc ing dung loai
rui ro thap hon so véi cac loai phan mém déc hai.

Phat hién cac &rng dung khong an toan

Cé nhiéu &ng dung hop phap cd chirc ndng don gian hda viéc quan
ly cac thiét bi ndi mang. Tuy nhién, trong 1 s6 trudng hop, ching cé
thé bi lam dung vi cdc muc dich déc hai. Tuy chon Phat hién cac (rng
dung khéng an toan cho phép ban kham pha nhitng méi de doa nhu
vay. "Céc rng dung tiém an khong an toan" 13 phan loai dwoc st
dung cho phan mém thuong mai, hop phéap. Viéc phan loai nay bao
gdm cac chuong trinh nhu cdng cu truy cap tir xa, ing dung crack
mat khau va keylogger.

Co ché giai quyét mic dinh

Lua chon nay xac dinh nhitng hanh déng sé dwgc thuc thi sau khi
qua trinh quét hoan thanh va cdc méi de doa dugc tim thay. Néu
ban chon Remove, cic tap tin l1ay nhiém sé& bj xoa. N&u ban chon

Cach ly, cac tap tin lay nhiém sé& bj cach ly[ &)

May cht cip nhit

Trong tly chon nay, ban cé thé chuyén sang cip nhat co s& dit liéu
cdc mai nguy hai tlr may chi Pre-release. Ban cap nhat truéce khi
phat hanh d3 trai qua cac thir nghiém noi bd can than va sé sém
dugc cong bd rong rii cho cdng ching. Ban cd thé hudng lgi tir viéc
cho phép cap nhat trwdc khi phat hanh bang cach tiép can vao cac
phuong phap phat hién méi nhat va cac ban stra 16i. Tuy nhién, ban
cap nhat trudc khi phat hanh cé thé khéng hoan toan 6n dinh. Danh
sach moé-dun hién tai cé thé dwoc tim thay trong phan About: chon

Menu, biéu twgng ﬂ trong man hinh chinh ESET Mobile Security
(hodc nh&n nit MENU trén thiét bi) va chon About > Application
version. Khuyén khich ngudi dung chon mac dinh |a Release server



5. Chéng trom

Tinh ndng chéng trdm bao vé thiét bi di ddng khai bj truy cap
trdi phép.

N&u ban mat dién thoai hodc ai dé &n cdp nd va bj thay thé thé
SIM khdc, thiét bi sé tu dong bi khéa bai ESET Mobile Security
va mdt tin nhan canh béo s& duoc glri dén (céc) s6 dién thoai
do ngudi dung dinh s3n. Théng béo nay sé& bao gom s& dién
thoai cdia thé SIM hién dang dwoc chén vao, s6 IMSI (S6 nhan
dang thué bao di dong qudc té) va s6 IMEI (S dién thoai di
dong) clia dién thoai. Nguwoi dung trai phép sé khéng nhan thirc
duwoc rang tin nhan nay d3 duoc gri bdi vi né s& ty dong bi xda
thiét bj clia ban. Ban cling c6 thé biét toa d6 GPS cua thiét bj di
ddng bi mat hodc xda tat cd dir liéu dugc lvu trir trén thiét bi
tu xa.

LUU Y: mot vai tinh ndng chong trdm (tin nhan bao vé, ban bé
tin cay hay ra lénh bang SMS) s& khong st dung duoc trén céc
may tinh bang khong hd tro gdi tin nhan.

Phién ban 3 clia ESET Mobile Security dugc tich hgp tinh nang
chéng trdm cla ESET thdng qua my.eset.com. Diéu nay cho
phép ban gidm sat hoat ddng cla thiét bi tir c6ng trwc tuyén
ESET, khoa thiét bi, glti tin nhan tly chinh t&i trinh tim thiét bi,
kich hoat ti€ng coi I&n hodc xda dit liéu thiét bj tir xa.

DE bat dau st dung tinh ndng chéng trém, bam Anti-Theft
trong man hinh chinh. Mot giao dién don gidn s& huéng dan
ban tao mat khau bao mat, kich hoat tinh ndng chéng g& bd,
dinh nghta SIM tin cdy, danh sach nhirng nguoi ban tin cay,
nhép chi tiét lién lac cha ban va kich hoat ciu lénh tir SMS. Khi
cdc budc nay hoan tat, ban cd thé lién két thiét bi clia minh véi
tai khoan my.eset.com.

5.1 my.eset.com

Néu ban d3 c6 tai khoan my.eset.com, chon Already have an
account? dién dia chi mail va mat khau dé dang nhap.

Né&u ban khdng cé tai khodn my.eset.com, nhan Register va
dién vao mau dang ky. Kiém tra hop thu dén clia ban dé xac
nhan email va nhap vao lién két dé kich hoat tai khoan clda ban.
Bay gi® ban cd thé tan hwdng cac tinh ndng bdo mat chéng
trom duogc quan ly tir my.eset.com.

Chi tiét vé slr dung tinh nang chdng trom tai my.eset.com, tham
khao tro gilp truc tuyén — chon Help trén géc phai phia trén
cGia man hinh.

5.2 Téi wu hoa

T6i wu héa Chdng trdm ESET 1a mét ddnh gid ki thuat c6 thé do
lwdrng dugce vé trang thai bdo mat cla thiét bi cda ban. Bao vé
chdéng trom clia ESET s& kiém tra hé théng cla ban cac van dé sau:

Tat dich vu dinh vj

Khéng st dung vé tinh GPS

Ma khod man hinh khéng an toan
Chwa ma dit liéu Mobile

Khéng cé dich vu Google Play

Khi c6 van d& bao mat, ban c6 thé chon Change Setting dé thay ddi
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didu hwdng tdi man hinh noi ban cé thé giai quyét van dé cu thé
dd. Néu ban khéng muén ESET Mobile Security bdo cdo su cd nay,
h3y nhan Ignore this issue

5.3 Bdo vé Sim

Phan bao vé SIM hién thj danh sich cac thé SIM déng tin cay s&
duoc chdp nhan bai ESET Mobile Security. NEu ban chén mot thé
SIM khéng dugc dinh nghia trong danh sach nay, man hinh sé bi
khod va cdnh bdo tin nhan SMS s& duwoc glri dén ban bé tin cay
cla ban.

D& thém 1 thé SIM méi, chon biéu twong = . Tim hiéu thém,
xem trang |1_0'1.

Pé xo0d .lnt-hé SIM khéi danh sach, chon va gilt SIM, va chon biéu
twong |

LUV Y: Tinh ndng SIM Guard khong hd tro cho thiét bi CDMA va
WCDMA

5.3.1 Thém 1 sim tin cdy

Nh&p Tén cho thé SIM (vi du: Nha, Co quan) va IMSI (S& nhan
dang thué bao di dong qudc té). IMSI thudng dugc trinh bay nhu
mot s6 dai 15 chit s6 dwoc in trén thé SIM cla ban. Trong moét s
truong hop, né cé thé ngdn hon.

5.4 Ban be tin cay

Trong danh sach Ban bé tin cay, ban cé thé thém hodc xda s6 dién
thoai s& nhan dwoc mot tin nhan SMS théng béo sau khi thé SIM
khong dang tin cdy dwoc gén vao thiét bj ctia ban. D& thém mot
ngudi ban dang tin cdy mdi, bAm Thém tir Add from Contacts va
chon mét sb lién lac tir danh sach lién lac cda ban.

N&u ngudi d6 khong nam trong danh ba, chon biéu tuong L
Tim hidu thém, xem trang [107.

&b
DE x04 s6 khoi danh ba, cham va giir 56, kéo vao biéu twong .

LUU Y: Néu ban & nwéc ngoai, tat ca cac s6 dién thoai duoc nhap
trong danh sach phai bao gdm ma quay s6 qudc té, sau dé la s6
thuc (vi du: +1610100100).

5.4.1 Thém ban tin cdy

Nhap tén cla ban bé va sé dién thoai clia ho. Néu s6 lién lac chira
nhiéu s6 dién thoai, tin nhan SMS sé& duwoc glri dén tat ca cac s
lién quan. Néu ban muén cho phép ngudi ban nay dat lai mat
kh&u cla ban trong trwdng hop ban quén né, hiy chon tuy chon
Allow remote reset of the password.

5.5 Tap lénh tin nhan

Cac lénh sms tir xa (khoa, coi bdo dong, tim va xda) sé chi hoat dong
néu |énh Van ban SMS dugc kich hoat.

Néu ban mat dién thoai va muén khda dién thoai, hay glri mét tin

nhan SMS tir khda tir bat ky thiét bj di ddng nao tdi s& dién thoai cla

ban dudi dang sau:
eset lock password
Thay password bang mat khdu bao mat clia ban. Khi thiét bj ctia ban
bi khéa, ngudi dung tréi phép s& dugc yéu cau nhap mat khau cla
ban dé mé& khda.

Dé khda thiét bj clia ban va kich hoat coi bdo déng, hay glti mot



tin nhan SMS dén s6 dién thoai clia ban theo ct phép sau:
eset siren password.
Coi 58 hu ké c khi thiét bj dang bi tat 4m thanh.

Néu ban muén yéu ciu toa dd GPS cla thiét bi di dong cta ban, hay
gli tin nhan vdn ban dén s& di ddng cla ban hodc s6 dién thoai di
ddng cla ngudi dung trai phép (néu thé SIM d3 dugc thay thé) dudi
dang sau:

eset find password

Ban s& nhan dugc mot tin nhan van ban vdi GPS toa do cla thiét bj bi
mat cla ban bao gdm mét lién két dén vi tri d6 trén ban doé cla
Google.

N&u ban mudn xda tat ca dit lieu duoc lwu trik trén thiét bj cda ban
va tat ca cac bo nhé gan ngoai hién dang dwoc gan, glri tin nhan SMS
dén dién thoai cla ban trong theo cu phép sau:

eset wipe password

T4t ca dia chi lién hé, tin nhan, email, tai khoan, (rng dung, ndi dung
thé SD, hinh anh, nhac va video dugc lwu trit trong thu muc mac dinh
ctia Android s& bi xda vinh vién khoi thiét bj ctia ban.

LU'U Y: M4t khau ctia ban phan biét chit hoa chit thudng. Hay chac
chén rang ban nhap mat khau chinh xac nhu ldc thiét lap.

5.6 Thong tin lién lac chi tiét

Néu ban danh dau thiét bi cGia ban d3 bij that lac trén website
my.eset.com, Thong tin tir "Théng tin lién lac chi tiét" s& dugc hién
thi trén man hinh thiét bj cla ban dé gitip ngudi tim thay thiét bj lién
lac v&i ban.

Dién vao tén, md ta thiét bi, s& lién hé dy phong (vi dy, s dién thoai
nha hodc noi lam viéc) hoac dia chi email



6. Tin nhan & loc cudc goi

((€) sms& cCallFilter

SMS & Call Filter
= Rules
B fopty list

History

Mo new blocked communication

SMS & Call Filter chan cac tin nhan SMS/MMS dén va cac cudc
goi dén/di dya trén cac quy tac clia ban

Céc tin nhan khong mong muén thudng bao gdm quang céo tir
céc nha cung cap dich vu dién thoai di dong hodc tin nhan tur
nhirng ngudi dung ndc danh hoac khéng xac dinh. Cum tlr block
message dé cap dén viéc di chuyén mot thong bao dén phan
History mét cach tu dong. Khdng cé thdng bdo nao duwoc hién thi
khi mét tin nhan dén bj chin. Loi thé cla viéc nay 1a ban sé
khéng bi lam phién bdi thong tin khdng mong muén, nhung ludn
ludn c6 thé kiém tra cac ban ghi cho cac tin nhén cé thé d3 bi
chan do nham lan.

LU'U Y: SMS & Call Filter khong hoat ddng trén méy tinh bang
khong hd tro tinh ndng goi va nhén tin. SMS & Call Filter khéng
kha dung cho cdc thiét bi Android 0S 4.4 (KitKat) va s& bj tat trén
cac thiét bj ma Google Hangouts dugc dat lam ng dung chinh
cho SMS.

DE chan céc cudc goi va tin nhan tir s6 dién thoai d3 nhan lan
cudi, bAm Chan Ngudi goi cudi. Diéu nay sé tao ra mot quy tac
md&i cho SMS & Call Filter

6.1 Quy tac

DE thém quy tac, chon biéu tuong o= Tim hidu thém vé cach tao
quy téc, tim trong trang [12.

N&u mudn xod quy tic hién cé tir danh sach quy tic, cham va gitt,

kéo vao biéu tuwgng [ |
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6.1.1 Thém quy tic mé&i

(@ Rules

Who

Mk All unknown numbers y

Save

Chi dinh m6t nhém céc s6 dién thoai hodc mét ngudi. Tat ca sd
khdng xac dinh s& bao gdm sd dién thoai khéng dugc lwu trong
danh sach lién hé cla ban. Ban c6 thé st dung tly chon nay dé
chén cudc goi dién thoai khong mong muén (vi du: "cudc goi
lanh") hodc dé ngan tré khéng quay s6 khéng xac dinh. Tuy chon
TAat ca cac s d3 biét 1 tat c3 cic s6 dién thoai dwoc luu trong
danh sach lién lac clia ban. S6 &n s& dp dung cho nhitng ngudi goi
c6 s6 dién thoai cla ho c6 y gidu qua Calling Line Identification
Restriction (CLIR).

Chi dinh céi nao nén chan hodc cho phép:

° cudc goi di
° cudc goi dén

o E tin nhan dén ( SMS ) hodc
o ﬂ tin nhan da phuong tién dén ( MMS )

Dé ap dung quy tac cho mét thai gian chi dinh, bé chon Luén & cudi va
chon ngay va gi® ma ban mudn 4p dung quy tac. Theo mic dinh, tat ca
cac ngay trong tuan duoc chon. Chirc ndng nay cé thé hiru ich néu
ban khéng muén bi quéy ray vao ban dém hodc trong nhitng ngay
cudi tuan.

LUV Y: N&u ban & nudc ngoai, tat ca cac s6 dién thoai dwoc nhap
trong danh sach phai bao gdm ma quay s6 qudc té, sau d6 13 s6 thuc
(vi du: +1610100100).



6.2 Lich str

Trong phan Lich st, ban c6 thé xem cac cudc goi va tin nhan bj
chan bdi SMS & Call Filter. M&i d&ng nhap chira tén cla sy kién,
s6 dién thoai twong (rng, ngay va thoi gian cla sy kién. Ban ghi
tin nhan SMS va MMS ciing chira noi dung thu.

N&u ban mudn slra d6i mot quy tic lién quan dén s6 dién thoai
hoéc s6 lién lac d3 bj chin, hdy chon muc trong danh sach bang

3
cach nhap vao né va chon biéu tuwong i
b
Dé xo0a muc trong danh sach, chon va nhap vao biéu twong w.
D& x04 nhiéu muc, gilr va cham 1 trong cdc muc,
<
Chon nhitng muc ma ban mudn xoa va nhap vao biéu tuong .



7. Chéng lira dao

Thuat ngit phishing xac dinh hoat déng tdi pham st dung ky thuat
xa hoi (thdn tinh ngudi dung dé cé dugc thdng tin bi mat).
Phishing thworng dugc sir dung dé truy cap vao dit liéu nhay cam
nhu s6 tai khodn ngan hang, s6 thé tin dung, s6 PIN hodc tén
ngudi dung va mat khau.

Chung téi khuyén ban nén kich hoat Anti-Phishing. T4t ca céc cudc
tan cdng lira ddo tiém &n dén tir cac trang web hodc tén mién
duoc liét ké trong co s& dit liéu phan mém doc hai cha ESET s& bj
chan va théng bdo canh bdo s& dugc hién thj théng bdo cho ban
vé vy tan céng nay.

Anti-Phishing k&t hop véi céc trinh duyét web phé bién nhat hién
c6 trén hé diéu hanh Android (vi du: Chrome hodc trinh duyét
web Android mac dinh).

LU'U Y: Anti-Phishing dao s& khong bao vé ban khi duyét web &
ch& d6 riéng (&n danh).

7.1 Lich sty

Trong phan lich slt, ban cé thé xem danh sach tat ca cdc cudc
tan coéng lra d3o bj chan bdi ESET Mobile Security.
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8. Kiém tra bao mat

Kiém tra an ninh gilip ban theo ddi va thay d6i cai dit thiét bj
quan trong va cho phép cac &rng dung d3 cai dit dé ngdn ngira
rdi ro bao mat.

DE bat / tat kiém tra bdo mat va cac thanh phan cu thé, s& dung
cac nut sau:

8.1 Kiém tra (rng dung

{@ Device Monitoring

Wi-Fi

Not connected

Memory

57% Free

Data Roaming

Inactive

Call Roaming

Inactive

Unknown Sources
Allowed

Debug Mode
Turned off

&

Trong phan Device Monitoring, ban cé thé xac dinh thanh phan
thiét bi nao s& dwoc gidm sat bdi ESET Mobile Security.

Bam vao mdi tuy chon dé xem md ta chi tiét vé tuy chon va tinh
trang hién tai cda né.

Céc tuy chon nhu Unknown Sources va Debug Mode cé thé
duwoc thay d6i bang cach cham vao Change Settings. Thao tac
nay sé chuyén huéng ban dén man hinh cai dit hé diéu hanh
Android.

8.2 Giam sat thiét bi

(@ Application Audit

Below is a list of categories based
on application permissions. Tap a
category to see more info.

&

Use paid services

0 applications

Track location

0 applications

Read identity info

0 applications

Access messages

0 applications

Access contacts

0 applications

M6t s8 (rng dung dugc cai dat trén thiét bi cia ban cé thé cé
quyén truy cap vao cac dich vu cé tinh phi, theo dai vj tri cia ban
hodc doc thong tin nhan dang, dia chi lién hé hodc tin nhan vin
ban cta ban. ESET Mobile Security cung cap kiém sodt cac (rng
dung nay.

Trong phan Application Audit, ban c6 thé xem danh sach cac
rng dung duoc sdp x&p theo danh muc. Cham vao tirng danh
muc dé xem mo ta chi tiét clia né. Céc chi tiét quyén clia moi
ng dung cé thé duogc truy cap bang cach chon tng dung do.
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Security Password

Language

System default

_g- Permanent
- Notification |
Disabled

Check For New Version

Check new version.

Uninstall

Mat kh3u an toan

Tuy chon nay cho phép ban dat mat khau bdo mat méi hoic
thay d6i mat khau hién tai.

Tim hiéu thém, xem khu vic Security Password [16)

Ngon ngiv

Theo méc dinh, ESET Mobile Security dwoc cai dit bang ngon
nglr duoc dat trén thiét bi cda ban dudi dang ngdn ngir hé théng
(trong cai d&t Ngbn ngilt va ban phim cla Android 0S). D& thay
d6i ngdn ngit clia giao dién ngudi dung ¢ng dung, bAm Ngén ngi¥
va chon ngon ngit ban dung.

Théng bao vinh vién

ESET Mobile Security hién thj biéu tuwong thdng béo @ & gbc
trén clng bén trdi cia man hinh (thanh trang théi trén Android).
Né&u ban khéng muén biéu tugng nay dugc hién thi, bd chon
Permanent Notification

Kiém tra phién ban méi

DE& bao vé t6i da, didu quan trong |1a sir dung phién ban md&i nhat
cla ESET Mobile Security. Nhan Kiém tra Phién ban M&i dé xem
lieu cé phién badn méi hon cé san dé tai xudng hay khong.

G& bo
Né&u ban muén g& bo cai dat ESET Mobile Security, sir dung trinh

Uninstall. Cac thuw muc ESET Mobile Security va cach ly sé duoc
xda vinh vién.
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9.1 Mat kh3u bao mat.

Mat khau an toan duoc yéu cau d& mé khoa thiét bj cda ban, truy
cap cac tinh ning dwoc bao vé bang mat khau (vi du Anti-Theft) va
g& bd cai dit ESET Mobile Security. Cum tir loi nhac (néu duoc
dat) hién thi goi y dé giip ban nhéd mat khiu cta minh.

N&u ban quén mat khau, ban c6 thé gl tin nhan tir s& dién thoai
luru trong danh sach Trusted Friends (trang mﬁ) dén so dién thoai
clia minh. CU phdp tin nhan nhu sau: “eset remote reset”

Mat khau cla ban s& dugc dat lai va ban s& dugc yéu cau dat lai
mot mat khau mai.

Né&u ban khéng cé mot Ngudi ban déng tin cay d3 duoc dinh nghia
san khi khoéa thiét bj ctia minh, ban c6 thé glri yéu cau dat lai mat
kh&u. Tuy chon nay s& hoat déng trén man hinh bj khéa sau 2 [an
khdéng thanh cdng dé md khoa thiét bi clia ban. Ban s& nhan duwoc
mét email cé chira m3 ma khéa tai dia chi email tai khoan Google
clia ban hodc mét dia chi email dwoc xac dinh trong qua trinh mua
hoac kich hoat san phdm ESET. Nhap m3 md& khoa trén man hinh
bi khda. Khi thiét bj cla ban dwgc mé khda, hdy xac dinh mat khau
bdo mat méi trong Cai dat > Mat khau.

Ngoai ra, ban cé thé thay d6i mat khau bdo méat cia minh tai
my.eset.com. Sau khi d&ng nhap, chon thiét bj clia ban, bdm
Cai dat va gd mat khau mai.

LU'U Y: Hay chon can than mat khau cla ban. Dé ting tinh bao
mat va kho doan, sir dung mot sy két hgp cta céc chi cai nhé,
chir hoa va sé.



10. Cham sdc khach hang

Céc chuyén gia chdm séc khach hang cla ESET sdn sang ho tro
hanh chinh hodc hd tro ki thuat lién quan dén ESET Mobile
Security hodc bat ky sdn pham ESET nao khac.

DE glri yéu cau hd tro tir thiét bi, chon biéu twong H trong
man hinh chinh (hodc nhdn nat MENU trén thiét bi) va chon
Customer Care. Dién vao tat ca cac vung dwoc yéu cau.

ESET Mobile Security bao gdbm cac chirc nang ghi lai nhat ky

tién tién dé giip chan doén céc van dé ky thuat tiém an. Dé

cung cap cho ESET mot nhat ky trng dung chi tiét, ddm bao rang
Application log duoc chon (méc dinh). Giri yéu cau cta ban bang
cach nh&n vao nat Submit. Cac chuyén gia chdm séc khach hang
cla ESET sé lién hé véi ban theo dia chi email ma ban cung cap.



